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¢Quien soy yo?

 Roberto Tejero
« (@robtejero
« Solution Sales Specialist en Insight Technology Solutions.
+ Blogs:
« El camino de un ITPro http://blogs.itpro.es/rtejero
« https://masrobeznoquenunca.wordpress.com

 Consultor desde hace ... He trabajado en Bolsas y Mercados (BME),
Ministerio de Defensa, Zerkana, Capgemini, y, felizmente en Insight .
Especializado en Servicios de Infraestructura Virtualizacion, Azure, Office
365, Power BI, contenedores, . Padre de los 'tres mosqueteros esposo, Yy
esplrltu errante.
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http://blogs.itpro.es/rtejero
https://masrobeznoquenunca.wordpress.com/

Predespliegue de Infraestructura.

Desde una suscripcion de Azure despliegue de la siguiente Infraestructura:

« 3 IaasS
« 2 Windows Server.
« 1 Linux Server

« 1/2 WebApp (optativo)

« Wordpress s/WebApp
o &7
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Qué es Operation Management Suite?

Microsoft Operation Management Suite (OMS), es

un producto de Microsoft que sirve para gestionar

nuestra infraestructura on-premise (Windows

Server, Linux, Vmware, OpenStack, Dockers, etc) y

nuestra nube publica (Azure, AWS, Google, ...). Nos

ﬁ’%rr'réjite asumir el control sobre cualquier nube
ibrida.

éQue nosdpropor_cion_a_ OMS que no tengamos ya?
OMS ayuda a simplificar la gestién de nuestros
activos del centro de datos donde quiera que estén.

Es totalmente agndstico a nuestro proveedor de
servicio en la nube. Esto significa que cualquier
instancia de cualquier nube, incluyendo nuestro
centro de datos On-Premise, Azure, AWS, Windows
Server, Linux, Google, VMware, OpenStack, etc.
puede ser monitorizado, controlado, gestionado,
auditado, securizado, etc., a un costo menor que la
mayoria de las soluciones de la competencia.
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{Qué puede hacer OMS?

. Multiples origenes de datos Cloud y On-Premise = Overview
. Correlacién de datos System Update Assessment Backup Aot
. Creacién y configuracién de alertas " 25 ' |
., . . Servers missing security
. Creacion de vistas customizadas. e R B
. Controlar nuestros servidores y su uso. P 3 0 L ' R
. Ctentralizar todos los LOG de las maquinas, servicios, s i the st bac 5""
etc.
3 L, . My Dashboard Eg m
. Realizar una prevision de capacidad.
. Planificar las actualizaciones de nuestros servidores e ERTTEEET, ST
+  Alertas de Malware para proteger nuestros servidores O 0 105 lll I 1 17 .
. ., Solubons Galo 3'.5\?'."..1 et e s 24 heouts
. Prevision de estado de nuestros SQL ! s S e —
- Trazabilidad y gestion de cambios de todos nuestros fr - LA 467'6 s
servicios. 38.2mMB  hemamnan | | o II. o 24 v
. Gestién de alertas Sermes v g & E‘ﬁ o v
. Seguridad y auditoria
. Automatizacién (despliegue, monitorizacion de
recursos on-premise - public cloud)
. Backup
. Azure Site Recovery

Wire Data: analisis de trafico de nuestra red.
In5|ght Presentation
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Arquitectura OMS

Data E
export ['m
Web

Mobile D

Alerts via -

Mail, WebHooks, automation API

Queries
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IP to Geo
mapping

Threat
Intelligence feeds

Normalization &

Enrichment
0,
@{eq/-
O”J‘
Advanced
Detection
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Logs

LOgS

Any public cloud

=

On-prem / private cloud

System Center
Operations Manager
(scom)

Security
MPs

Direct Windows or
Linux agents

Syslog
/ CEF

SCOM
agents

E Security

products




Como funciona OMS Log Analytics?

‘ Alerts

/ Dashboards
Data Sources a i
- - e —— - —_—
- Power Bl
\ 'l"

Records OMS Repository Log Search
Solutions

=

Connected Sources

N
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Conceptos basicos de OMS

 La forma de organizarse de Log Analytics
es en base a un Espacio de Trabajo o
WO rkS p a Ce Dt bssed on st | sy « [ seareh i Erent) Souree’ | summeras Aggregates Vaue = countl by Souree x

12050t
| [ SR

SouRcE AGGREGATEDVALLE

Workspace ss un contenedor donde guardamos los

datos recibidos por los agentes de OMS. Nos puede
aportar:

« Situacion geografica.- Cumplimiento GDPR,
LOPD, etc.

- Divisidon departamental para facturacion.

« Mantenimiento de datos aislados los unos de los
otros.

 Log Analytics.- Es el Core de OMS.
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Despliegue de nuestro primer cuadro de mando

Pricing tier
OMS Works pace Get addition: with Operations Management Suite (OMS).
The free and standalone Log Analytics tiers are per-GB ingestion models. OMS offerings are priced
per-node.
* OMS Workspace @
F Free S Standalone O OMS
SrvDemo v =) 500 MI =) Unlimited i i
3 Daily upload limit 3 Daily upload limit a Insight + Analytics
Or link existing _portal. mms.microsoft.com 7 day 31days i
P @ Data retention ® Data retention Automation + Control
90 days 90 days Security + Compli
* Subscription ﬁ Activity log ﬁ Activity log B security + Complance
2, 500 min/month oD 10+ ) Unlimited
| v Geura ol v Runbooks EE  Management solutions Daily upload limit
A Unlimited 31 days
° . i A O
n Resource group @ [ unlimited &, Unlimited min
O Create new @ Use existing Azure diagnostics logs Runbooks
- Y 4 Managament v
e Suscripcion
| Location 0.00 194 8.43
West Europe v (EUR) ST PE (EUR) STARTING COST PE (EUR)
« Grupo de Recursos | = >
Free
- T4
« Localizacion —
P I d - Latest News Settings
a I I e p re C I O S (] L Tigran Shahbazian | v rojow ‘
@tigran2s

Introducing Service Map for dependency- (0)]
aware monitoring, troubleshooting and

workload migrations #MSOMS

blogs technet microsoft. com/hybridcloud/20

Data sources connected
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Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2017 Insight Direct USA, Inc. All Rights Reserved. Settings




Configuracion inicial.
i® solutions
@ Connected Sources
2, Data
B3 computer Groups
B4 Accounts

A Alerts

i Preview Features
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Origenes de datos.

Insight Presentation

Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2017 Insight Direct USA, Inc. All Rights Reserved.



https://azure.microsoft.com/en-us/documentation/articles/log-analytics-data-sources-custom-logs/
https://azure.microsoft.com/en-us/documentation/articles/log-analytics-data-sources-windows-events/
https://azure.microsoft.com/en-us/documentation/articles/log-analytics-data-sources-performance-counters/
https://azure.microsoft.com/en-us/documentation/articles/log-analytics-data-sources-performance-counters/
https://azure.microsoft.com/en-us/documentation/articles/log-analytics-data-sources-iis-logs/
https://azure.microsoft.com/en-us/documentation/articles/log-analytics-data-sources-syslog/

Despliegue de agentes...

- Virtual machines

+adg == ns &) Refresh O sem

T refresh P Help

Prerequisitos. . . = [
*  Solo puede instalarse en equipos con Windows Server 2008 B s ot -
SP1 o en versiones posteriores y en equipos con Windows 7 i . ' ouiotz @ oo
H H @@ omsiabdemos - & DemoGithubSolmicro @ Not connected Windows
SP1 o versiones superiores. . X oopmesmpermes || " T
. Necesitaremos tener una suscripcion de OMS. . @ e o o
Locks @ spram-sql Noteonnected  —_0 00
. Todos los equipos necesitardn tener conexion a Internet a e — —
través de HTTPS (Puerto 443). Esta conexidn puede ser L o T —

directa, a través de un proxy o a través de la puerta de enlace " P
(Gateway de OMS). B o Gomwns o

. Podemos instalar el agente de OMS en equipos
independientes, servidores, maquinas fisicas o virtuales.

EqUipOS: Cperations Manager | Are Log Analyecs (OMS) | Proy Settings | Properbes
. , The M?m-vf_lumwm Agent arm repert u-.—ulnajuu;m Anslytics (OM5) workspaces. You
. Equipos que estan en Azure. ot s ety e taa e T eeare bt
*  Equipos que no estan en Azure. | oo Areics Wospac
. enasanen SRR e S
Descargar el agente y la clave. s e v o o . P ey i B
. Instalar el agente manualmente e
. Instalar el agente por linea de comando ¢ | e
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OMS Gateway

Events, IIS logs, Performance
Data, Custom Logs

OMS Gateway

Linux agent Automation Hybrid

Worker

Vindows agent

ite1 i
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Soluciones principales

Solution offers

Insight & Analytics

Automation & Control

Microsoft Microsoft

* Monitor and Troubleshoot Application and * Increase control with automation and configuration
Infrastructure issues using Log Analytics. management

* Includes 2 solutions * Includes 2 solutions

Security & Compliance
Microsoft
* Secure and audit your datacenter with full visibility to

* Ensure data protection with cloud backup and disaster
all security data and with advanced threat detection recovery

* Includes 2 solutions * Includes 2 solutions ‘

Protection & Recovery
Microsoft

& o5
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Soluciones principales

Log Analytics:Inteligencia operacional
en tiempo real. Recopilar, almacenary

analizar los datos de cualquier registro

Insight & Analytics

Microsoft
* Monitor and Troubleshoot Application and

de logging, de cualquier fuente. Infrastructure issues using Log Analytics.
* |Includes 2 solutions

* Recolectar datos en tiempo real.

* Transformacion de los datos para su
posterior tratamiento.

* Visualizar todos los eventos que
estamos monitorizando.

e Posibilidad de actuacion.
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http://www.microsoft.com/en-us/server-cloud/solutions/log-analytics.aspx?WT.mc_id=Blog_ServerCloud_Announce_TTD

Soluciones principales

Automation: Simplificar |la gestion de
nuestra nube o enterno Hibrido a R

traves de la automatizacion de L e conirel Wit atcaration el cos ton
procesos. Lo que todos queremos, management

crear, monitorizar, administrary " Incudes 2 soliions

desplegar recursos en nuestros gy
entornos mientras reducimos errores y
aumentamos la eficiencia, sin
olvidarnos de la reduccion de costes
operativos.

Automation & Control

Insight Presentation
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http://www.microsoft.com/en-us/server-cloud/solutions/it-automation.aspx?WT.mc_id=Blog_ServerCloud_Announce_TTD

Soluciones principales

Security: Control de seguridad Security & Compliance
centralizado. Identificar actulizaciones Microsoft

i i » Secure and audit your datacenter with full visibility to
de los sistemas gesju/onados, estado del il
malware, recopilacion de eventos

relacionados con la seguridad y
realizacion de analisis forenses.

* |ncludes 2 solutions
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http://www.microsoft.com/en-us/server-cloud/solutions/hybrid-cloud-security.aspx?WT.mc_id=Blog_ServerCloud_Announce_TTD

Soluciones principales

Availability: Solucion de alta

, L : Protection & Recovery
disponibilidad totalmente integrada

Microsoft

incluyendo recuperacion de desastres. « Ensure data protection with cloud backup and disaster
Posibilidad de habilitar la copia de S ‘

* |ncludes 2 solutions

seguridad y la recuperacion integrada
para todos nuestros servicios y
aplicaciones criticas.
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http://www.microsoft.com/en-us/server-cloud/solutions/hybrid-cloud-availability.aspx?WT.mc_id=Blog_ServerCloud_Announce_TTD

Otras Solutiones

Protection & Recovery

Automation & Control

on

Backup zncy Monitor
Available

Manage Azure laaS VM ally discover and
backup and Windows s and their

Server backup status for
your backup vault.

cies in real-time.

Change Tracking
Owned

Track configuration changes
ACross YOUr sernvers

L

Agent Health

Owned

The Agent Health sclution
gives customers insight into
the health, performance and
availability of their Windows
and Linux agents

AD Replication Status

Available

Identify Active Directory
replication issues in your
environment.

Insight Presentation
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\ssessment
ed

SQL Assessment
Owned

MAssess the risk and healt

) e Directory
SQL Server environment

onments.

Antimalware
Assessment

Owned
View status of antivirus and
antimalware scans across

YOUr Servers,

W

Azure Automatior
Analytics

Available

Create Hybrid Runbc Identify and troubleshoot
Workers to run Autor . -
issues across your Service

Fabric cluster

Service Fabric Analytics

Coming

runbaoks on your on
premises servers,

igement

Owned

View your Operations
Manager and OMS alerts to
easily triage alerts and
identify the root causes of
problems in your
environment.

21

is the risk and health of .

face Hub

silable

vides the ability to
nitor Microsoft Surface
2 devices.

Containers

Available

See Docker container
performance metrics and
legs from containers across
your public or private cloud
environments,

Protection & Recovd

Azure Site Recovery

Available
Manitor virtual machine . )
replication status for your Activity Log Analytics

Azure Site Recovery Vault. Coming

Track all create, update and
delete activities cccurning in
your Azure subscriptions.




Novedades

« ARM =>» Portal de Azure ;-)
« Actualizaciones constantes

(Saas).
« View Designer
« Service Map.
« Soluciones para:
« Citrix
« Surface Hub
« Windows 10
« DNS Analytics
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What's new in this update

}3 Powerful Search

Easy to learn, simple yet powerful
textual query syntax that is
interactive, expressive and can
scale complex scenarios. You can
define custom fields using on-
the-fly field extraction and rich
built-in functions.

iii] Smart Analytics

Advanced analytics portal that
supports multiline editing of
queries, new visualizations, and
advanced diagnostics across your
development and IT operations.
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Overview » Office 365

OPERATIONS ENCHANGE SHAREPOINT

SharcPoint actiit

Ifzgzc" . Exchange activities

i Deeper Insights

Correlate data with powerful
joins to gain deeper insights and
zoom in using advanced date-
time analysis to investigate
interesting events. Evaluate
patterns in datasets and compare
different sets of data with
advanced algorithms.

Machine Properties N

admdemo-appsvr
backup.pl (Perl)
bluestripe-collector
curl
curl

curl

= N
\ omiagent
v |
omiserver
omsagent (Ruby)
nows00... v =
X Tomcat
™ /
T
™




Demos

Despliegue de soluciones
0365
JA\D)

Despliegue de agentes
On-Premise vs On-Cloud

Queries

Alertas

Dashboards

o~ 4
pi=——7 _,(axﬂ_
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Demos
Actions

» Stop services: Print Spooler & ¢?
» Login fallidos.

Query
Type=Event Computer=srv01l.contoso.com = Event |
where Computer == "srv01l.contoso.com"

Type=Event EventLog=System EventID=7036 = Stop
Services.

'Il_'yp_e=SecurityEvent EventID = 4625 = Eventos fallidos de
ogin.

Type=Event | measure count() as Count by Computer =
Event | summarize Count = count() by Computer

Type=Perf ObjectName=Processor CounterName="%
Processor Time" | measure avg(CounterValue) by
Computer interval 5minute = Perf | where
ObjectName=="Processor" and CounterName=="%
Processor Time" | summarize avg(CounterValue) by
Computer, bin(TimeGenerated, 5min)
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